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Abstract

eBPF is no longer a single-platform technology. It runs in
the Linux kernel, on Windows, in user space, on microcon-
trollers, and in blockchain virtual machines, on indepen-
dently built runtimes. The IETF ISA standard, RFC 9669, pins
down the core instructions but leaves out features that real
programs depend on, such as helper functions and maps.
We are building an executable formal semantics for eBPF in
F* that explicitly distinguishes cross-platform and platform-
specific behaviors. Our semantics passes the BPF confor-
mance test suite on par with uBPF, bpftime, Linux, and Win-
dows, and we are extending it beyond the core ISA to other
shared features the RFC omits. Using Meta-F* metaprogram-
ming, we can also generate prose specifications in structured
English that provably match the model. We envision this se-
mantics as a practical foundation for a uniform, trustworthy
eBPF across platforms.

CCS Concepts: « Software and its engineering — Seman-
tics; Correctness.
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1 Problem and Motivation

eBPF began as a mechanism for safely extending the Linux
kernel, and it is no longer Linux-specific. eBPF runtimes now
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target many platforms: Windows [9], user space [6, 18], IoT
microcontrollers [17], and blockchain virtual machines [1].
Many are under active development and overlap in unex-
pected ways; uBPF, for example, ships as part of the Windows
eBPF runtime [6, 9]. Built independently and for different
purposes, these runtimes disagree on what eBPF means.

Some of the disagreements in these runtimes are by design.
The Linux verifier rewrites the bytecode as it verifies it: it
remaps context accesses to kernel-structure offsets, and it
inserts guards that enforce shared semantics, for example
so that the signed-division overflow INT_MIN s/ -1 returns
INT_MIN instead of faulting. Windows instead runs PREVAIL,
a user-space verifier [3] that only accepts or rejects, and
leaves such transformation to a separate step that compiles
the verified bytecode to C through bpf2c. The program that
runs need not be the bytecode that was written; what it
becomes depends on the platform’s verifier and toolchain.

An IETF standard for the instruction set now exists [13],
but it does not fully close the gap. It is natural-language
prose with under-specified corners, and its process lags be-
hind the implementations. For example, the defined result
of the INT_MIN s/ -1 overflow above, which runtimes al-
ready implement, was deferred because RFC 9669 had been
frozen [11]. The standard’s scope is also narrow: it defines
instruction encodings but not the execution model a runtime
needs to run a program, such as the calling convention and
register roles, the stack and frame pointer, the program-entry
context, and the helper and map interfaces [13]. No artifact
states, executably and in one place, what an eBPF program
does; each runtime is its own de facto specification.

Such gaps between implementations and the standard
weaken eBPF’s compile-once-run-everywhere (CO-RE) porta-
bility and make eBPF’s safety argument platform-specific [4].

2 An Executable Cross-Platform Semantics

Prior formal semantics for eBPF each target a single platform:
microcontroller rBPF [14], Solana [16], and Linux [15]. Our
semantics, written in F* [12], is cross-platform and designed
to be executable: it can be used as an interpreter for eBPF
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Figure 1. Our executable F* semantics formalizes the BPF ISA (RFC 9669) and features shared across runtimes. Left (conformance
testing): eBPF programs run through each platform’s verifier and runtime and through our semantics, exposing discrepancies.
Right (faithful prose spec): Meta-F* maps the semantics to a prose-spec AST that renders to (and parses back from) prose forms
such as spec_v1 and spec_v2; an auto-generated lemma certifies the AST is equivalent to our semantics.

bytecode. We exploit F*’s rich toolchain: SMT-backed proof
automation, Meta-F* metaprogramming for spec generation,
and extraction to OCaml and C.

Much of eBPF’s semantics is shared across platforms: run-
times agree on more than the ISA the RFC defines, namely the
calling convention, register roles, stack, and frame pointer.
In contrast, the helper and kfunc sets, the map types, the
memory model, and the stack size differ. We capture the
shared semantics in a platform-independent core and expose
platform-specific operations through an F* typeclass. This
makes shared and unshared semantics explicit and machine-
checked, rather than buried in C and Rust implementations.

3  What Our Semantics Enables

Figure 1 overviews how our semantics enables conformance
testing and faithful prose specifications.

Conformance testing. We run the BPF conformance test
suite [7] on our executable semantics and on other target
runtimes, comparing the resulting register and memory state.
Our semantics passes the suite on par with uBPF [6], bpf-
time [18], Linux, and Windows [9]. This validates the shared
core against the standardized ISA. The method is runtime-
agnostic, and covering a new target such as Solana’s SBPF [1]
needs only a thin driver.

Conformance beyond the RFC. The BPF conformance
test suite covers only the instructions in RFC 9669. However,
eBPF programs in practice depend on more features the RFC
puts out of scope, notably helper functions and maps. For
example, both Windows and bpftime converge on a Linux-
compatible subset of helper functions. We are extending
both our semantics and the conformance suite to cover these
shared features, where cross-platform divergence is far more
likely than in the core ISA.

Conformance of verifiers and their guarantees. Veri-
fiers make conformance subtler. Linux rewrites the bytecode
during verification, whereas Windows’s PREVAIL does not.
Comparing runtimes alone can therefore mislead, hence we
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are also modeling the verifiers on top of our semantics, cap-
turing their accept/reject decisions and any rewriting. This
lets us compare verification results faithfully, pinpoint the
root cause when implementations disagree, and evaluate
whether each platform’s verifier enforces the same safety
guarantees, connecting our work to eBPF verifier correct-
ness [4] and differential testing from specifications [10].
Faithful prose from formalism. Specifications are usu-
ally read as prose. Frameworks such as Sail [2] are useful
for generating readable documentation from an ISA model.
However, such tools do not guarantee the rendered prose
corresponds to the model. Our goal is therefore to provide
stronger guarantees when generating prose specifications.
We use Meta-F* metaprogramming [8] to (i) build a core AST
capturing the structure of the prose specification and confine
the generated prose to stylized, machine-checkable English
and (ii) emit, per instruction, a lemma that the prose mean-
ingfully corresponds to our F* semantics. This extends IETF
practice: an ebpf-check script derives an instruction table
from the RFC and validates object files against the defined
bytecode syntax [5]. Our work, by contrast, generates prose
specifications that provably track our validated semantics.

4 Discussion and Vision

Our executable semantics covers all RFC 9669 instructions
except atomic operations, and is conformance-tested against
Linux, Windows, uBPF, and bpftime. Extensions to helpers
and maps, verifier models, and faithful prose generation
are in progress. Our aim is a single executable definition of
eBPF that runtimes, verifiers, and the prose standard can all
be checked against, keeping the implementations and the
standard aligned.
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